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[bookmark: _Toc235738910]Executive Summary
This Risk Management Plan applies the full risk-management cycle to a large enterprise technology corporation. The organization operates enterprise HR systems, proprietary AI research environments, cloud services, and a fleet of corporate endpoints used by HR, Finance, and Software Development staff. At this scale, a single security failure can expose sensitive employee data, compromise valuable intellectual property, and cross multiple legal jurisdictions.
Using the ISO/IEC 27005 risk process supported by NIST SP 800-30, this plan inventories six critical assets, rates each against the CIA triad, and assesses the major risks in a scored risk register. The most serious are ransomware / credential compromise on core systems, endpoint phishing and malware, ransomware reaching backups, and insider misuse or corporate espionage against AI research data. Before treatment, overall exposure is High.
The plan recommends layered preventive, detective, and corrective controls — mandatory MFA/SSO, RBAC, automated patching, full-disk encryption, immutable offline backups, network segmentation, SIEM/EDR monitoring, and data-loss prevention — mapped to ISO/IEC 27001/27002/27005, NIST CSF, NIST SP 800-53, and the CIS Controls. Governance is CISO-led, with compliance to PIPEDA and FOIPPA/FIPPA. After treatment, residual risk falls to Low–Medium.
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1.1 Organization and scope
The case study is modeled on a large enterprise technology corporation with global operations. Scope covers the organization’s core information assets: employee master records, the enterprise HR system, AI research data, and the corporate endpoints used by HR, Finance, and Software Development. The goal is to identify, assess, and treat information-security risks to these assets and establish governance to manage them over time.
1.2 Methodology and scoring
This plan follows the ISO/IEC 27005 process (context, identify, analyse, evaluate, treat), supported by NIST SP 800-30. Risk is scored as Likelihood × Impact on a 1–5 scale (e.g., 4 × 5 = 20). Controls come from ISO/IEC 27002, NIST SP 800-53, and the CIS Controls; legal alignment from PIPEDA and FOIPPA/FIPPA.
	Likelihood (1–5)
	Impact (1–5)
	Risk band (L×I)

	1 Rare / 2 Unlikely
	1–2 Low
	1–4 = Low

	3 Possible
	3 Moderate
	5–12 = Medium

	4 Likely / 5 Almost certain
	4 High / 5 Critical
	15–25 = High
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Six key assets were identified across data, applications, and devices. Each is profiled with owner, hosting, and existing controls, then rated against the CIA triad.
2.1 Asset inventory
	ID
	Asset
	Type
	Description / owner / hosting

	AST-001
	Employee Master Records
	Data
	Employee data, salaries, contracts, banking. Owner: Director of HR. On-prem SQL Server.

	AST-002
	Workday HRIS
	Application
	Enterprise HR system for the employee lifecycle. Owner: VP HR. Cloud (SaaS).

	AST-003
	HR Coordinator Laptops
	Device
	Laptops used by HR staff to access the HRIS. Owner: Director of HR.

	AST-004
	Finance Management Laptops
	Device
	Laptops used by Finance staff to access the ERP. Owner: Finance Manager.

	AST-005
	AI Research Data
	Data
	Proprietary AI models, algorithms, research. Owner: VP R&D. Cloud (SaaS).

	AST-006
	Software Developer PCs
	Device
	Workstations holding source code. Owner: Director, Software Development.


2.2 CIA categorization and justification
	ID
	Asset
	C
	I
	A
	Justification

	AST-001
	Employee Master Records
	High
	High
	Medium
	C High — leak = identity theft / legal penalties; I High — payroll errors/disputes; A Medium — short delays tolerable.

	AST-002
	Workday HRIS
	High
	High
	High
	Central personnel repository; unauthorized change breaks workflows; critical to daily HR operations.

	AST-003
	HR Coordinator Laptops
	High
	Low
	Medium
	C High if lost without encryption; I Low (source data in cloud); A Medium (single-user disruption).

	AST-004
	Finance Management Laptops
	High
	Low
	Medium
	C High if lost without encryption; holds temporary financial reports; primary data sits in the ERP.

	AST-005
	AI Research Data
	High
	High
	High
	Backbone IP — leak is costly; tampering corrupts model output; unavailability delays releases.

	AST-006
	Software Developer PCs
	High
	High
	High
	Holds source code; unauthorized change catastrophic; unavailability delays delivery and support.


Existing baseline controls: AES-256 encryption at rest, RBAC, daily encrypted backups, and audit logging on core data; MFA/SSO and vendor patching on the HRIS; BitLocker full-disk encryption, EDR (Action1), password complexity, and auto screen-lock on all endpoints.
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Following the ISO 27005 steps, the major risks were identified across the asset base, each scored Likelihood × Impact. The four most serious are described, then all are summarized in the risk register.
3.1 Top risks in detail
R-01 — Ransomware / credential stuffing on the core business platform. External, intentional (cybercriminals). Vulnerability: no mandatory MFA on remote admin sessions and unpatched integration API keys. Likelihood 4 × Impact 5 = 20 (High).
R-02 — Phishing and malware on endpoints. Internal and external, intentional and accidental. Vulnerability: outdated OS/third-party apps and elevated local-admin rights. 4 × 4 = 16 (High).
R-03 — Ransomware reaching backups. External, intentional. Vulnerability: offsite backups stored hot, without immutability or air-gapping. 3 × 5 = 15 (High).
R-04 — Insider misuse / corporate espionage against AI research data. Internal and external, intentional. Vulnerability: excessive access and weak data-loss prevention around proprietary models. Impact Critical given IP value; assessed Medium–High.
3.2 Risk register
Each risk records its initial score, treatment decision, and residual score after the Part 3 controls.
	ID
	Asset / risk
	Threat & type
	Init L×I
	Init level
	Treatment
	Resid.
	Owner

	R-01
	Core platform — ransomware / credential stuffing
	Ext / intentional
	4×5
	High
	Mitigate
	6 Med
	Head of IT & Security

	R-02
	Endpoints — phishing & malware
	Int+Ext / int+accid
	4×4
	High
	Mitigate
	4 Low
	Endpoint Admin

	R-03
	Servers & cloud — ransomware to backups
	Ext / intentional
	3×5
	High
	Mitigate & Share
	3 Low
	Infrastructure Lead

	R-04
	CCTV & server room — physical intrusion
	Int+Ext / intentional
	3×3
	Medium
	Mitigate
	2 Low
	Facility Manager

	R-05
	Support portal — social engineering
	Ext / intentional
	3×3
	Medium
	Mitigate
	2 Low
	Helpdesk Manager


3.3 Risk matrix
The matrix plots initial likelihood against impact; darker cells are higher priority. R-01, R-02, and R-03 are the High-priority risks to treat first.
	Likelihood \ Impact
	Low / Moderate
	High
	Critical

	Likely (4)
	
	R-02
	R-01

	Possible (3)
	R-04, R-05
	
	R-03

	Unlikely (2)
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For each major risk, controls are grouped as preventive (stop it), detective (spot it), and corrective (recover), then mapped to frameworks. This defense-in-depth approach reflects that no single control is fully foolproof.
4.1 R-01 Ransomware / Unauthorized Access
	Layer
	Controls

	Preventive
	Mandatory MFA and strong passwords; role-based access control; restrict API-key permissions; quarterly access reviews.

	Detective
	SIEM alerts and login monitoring; User & Entity Behavior Analytics (UEBA); IDS and EDR.

	Corrective
	Automated session termination; backup and disaster recovery; post-incident forensics.


Why it works: Combining MFA, login monitoring, and automated session termination handles this risk well because no single control is 100% foolproof.
Frameworks: ISO/IEC 27001 & 27005; CIS Controls 5 & 6; NIST SP 800-53; NIST CSF PR.AA.
4.2 R-02 Endpoint Phishing & Malware
	Layer
	Controls

	Preventive
	Automated OS and third-party patch management; full-disk encryption (Intune BitLocker / FileVault); revoke local-admin rights; antivirus and application allowlisting; email filtering and user-awareness training.

	Detective
	EDR monitoring and alerts; abnormal-file-activity detection; SIEM; email-gateway alerts; simulated phishing.

	Corrective
	Isolate infected systems; remove malware; restore from backups; patch vulnerabilities; reset compromised accounts.


Why it works: Application allowlisting prevents unauthorized executables from running, while immediate host isolation prevents malware spreading across the network.
Frameworks: ISO/IEC 27001/27002/27005; NIST CSF PR.PT & DE.CM; NIST SP 800-53 SI & AT; CIS Controls 7, 9, 10 & 14.
4.3 R-03 Ransomware Reaching Backups
	Layer
	Controls

	Preventive
	Immutable cloud backups (WORM storage); regular offline backups; patch management; network segmentation; MFA.

	Detective
	Abnormal-file-activity and ransomware detection; SIEM monitoring.

	Corrective
	Perform incident recovery; restore from immutable backup; isolate infected devices; monthly restore tests; cyber-insurance cover.


Why it works: Excellent, immutable backups ensure operational resilience and minimize any need to pay ransom, while EDR catches zero-day attacks quickly.
Frameworks: ISO/IEC 27001/27002/27005; NIST CSF PR.IP; NIST SP 800-53 CP; CIS Controls 7, 11 & 13.
4.4 R-04 Insider Misuse / Corporate Espionage (AI Research)
	Layer
	Controls

	Preventive
	Least privilege and segregation of duties; RBAC; data-loss prevention (DLP); data classification; NDAs and background checks; acceptable-use policy and awareness training.

	Detective
	User-activity monitoring; audit logs; UEBA; privileged-access monitoring; DLP alerts.

	Corrective
	Suspend or revoke access; investigate; recover altered data; apply disciplinary/legal action; strengthen controls.


Why it works: DLP and encryption ensure that even if sensitive files are exfiltrated they remain unreadable, while segregation of duties prevents any single employee from having full access to critical systems.
Frameworks: ISO/IEC 27001/27002/27005; NIST CSF PR.DS; NIST SP 800-53 AC, AU, MP & PS; CIS Controls 3, 5, 6 & 8.
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5.1 Policy objectives
This policy safeguards the organization’s assets, intellectual property, and personal data against evolving threats such as ransomware, corporate espionage, credential theft, and hardware loss. It aims to:
1. Protect core assets (CIA): maintain confidentiality, integrity, and availability of Employee Master Records (AST-001), Workday HRIS (AST-002), HR and Finance endpoints (AST-003/004), AI Research Data (AST-005), and Developer systems (AST-006).
1. Strengthen threat mitigation: integrate preventive (MFA, RBAC), detective (SIEM, EDR, UEBA), and corrective (backup, incident response) controls.
1. Ensure legal compliance: meet obligations under Canadian privacy legislation and applicable international standards.
1. Align with global standards: ISO/IEC 27001/27002/27005, NIST CSF, NIST SP 800-53, and CIS Controls.
5.2 Roles and responsibilities
	Role
	Responsibility

	CISO & executive leadership
	Ultimate accountability for security posture, governance, and resources; approve policy and ensure compliance.

	Cybersecurity & IT operations (SecOps)
	Deploy and run EDR, SIEM, DLP, and MFA; execute patching, segmentation, and automated incident response.

	Data owners & system administrators
	Enforce RBAC and least privilege; conduct access reviews, credential monitoring, and backups.

	HR & Legal counsel
	Enforce NDAs, background checks, and acceptable-use policies; manage investigations and access revocations.

	Workforce (employees & contractors)
	Follow conduct guidelines and password/physical-security rules; promptly report suspicious activity or lost hardware.


5.3 Compliance with privacy laws
PIPEDA. Applies to the organization’s commercial handling of personal employee and client data across Canada. It must obtain informed consent, limit collection to specified purposes, and protect data with strong encryption (AES-256 at rest, TLS 1.3 in transit). Any breach involving a Real Risk of Significant Harm requires prompt notification to the Privacy Commissioner of Canada and affected individuals.
FOIPPA / FIPPA. Apply when engaging public-sector, educational, or government clients under provincial privacy law — enforcing data-residency controls, routine Privacy Impact Assessments (PIAs), and detailed audit logging for access to sensitive data in systems like the HRIS.
Practical safeguards: data minimization on AST-001/002; mandatory full-disk encryption on all laptops (AST-003/004); and strict RBAC so employees access only what their role requires.
5.4 Policy review and update mechanism
Annual review every 12 months by SecOps, Legal, and HR governance. Event-triggered reviews follow any major incident, substantial architecture change (e.g., cloud migration or new AI deployment), or legislative amendment to PIPEDA / FOIPPA / FIPPA.
Continuous improvement: analyse SIEM/UEBA logs, penetration tests, and vulnerability scans to find gaps; draft revisions with IT, Legal, and HR for CISO approval; and roll out updated versions (e.g., v1.1, v2.0) with mandatory awareness training.
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Current exposure is High, driven by ransomware and credential risks to core systems, endpoint phishing/malware, and the value of the AI research IP. A focused, phased program reduces this materially while supporting privacy-law compliance.
1. Phase 1 (0–3 months): enforce mandatory MFA/SSO and RBAC reviews, and establish immutable, tested offline backups.
1. Phase 2 (3–6 months): deploy automated patching, revoke local-admin rights, roll out EDR/SIEM monitoring, and segment the network.
1. Phase 3 (6–12 months): add DLP and data classification for AI research, simulated-phishing training, and continuous compliance review.
After these measures, the risk register shows residual risk reduced to Low–Medium across all major risks. Risk management is continuous: the program should be governed by the CISO, tested regularly, and reviewed after any significant change.
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